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GRADE 6

Chatting Safely Online

How do you chat safely with people you meet online?

RELATIONSHIPS & COMMUNICATION

We know the power
of words § actions.

OVERVIEW

Games, social media, and other online spaces give kids opportunities to meet and chat with others outside the confines of their real-life communities. But how well do kids
actually know the people they're meeting and interacting with? Help students consider whom they're talking to and the types of information they're sharing online.

Students will be able to:

- Analyze how well they know the people they interact with online.
- Reflect on what information is safe to share with different types of online friends.
- Learntorecognize red flag feelings and how to respond to them.

Lesson Snapshot Estimated time: 50 mins.
Warm Up: Your Online Community 15 mins.
Evaluate: Whom Do You Know Best? 15 mins.
Analyze: Red Flag Feeling 15 mins.
Wrap Up: Exit Ticket 5 mins.

Key Standards Supported

Common Core ELA

L.6.6, RI.6.1, R1.6.4, R1.6.7, RI.6.10, SL.6.1, SL.6.1b, SL.6.1c, SL.6.1d, SL.6.6, W.6.4, W.6.10

CASEL
1a, 1b, 1c, 1d, 1e, 3a, 3d, 4a, 4b, 4c, 4d, 5a, 5b, 5¢, 5d, 5e, 5f

AASL
A1, 1A2,1B.1,1B3, 1.D.1, 1.D.2, 1.D.3, .D.4, 1LA2, 11.B.1, I1.B.2, Il.C.1, IL.C.2, ILD.1, I1.D.2, 11.D.3, LA, 1ILA.2, 111.B.1, 1Il.B.2, IL.C.1, lIL.C.2, IL.D.1, 11L.D.2, VA2, VA3, V.C1, VD.1

ISTE

1d, 2a, 2b, 2d, 3d, 6a
What You'll Need
Spanish-language student and family resources available soon!

- Blank paper

- Highlighters

- Lesson Slides

- Video: Teen Voices: Who You're Talking to Online Watch

- Student Handout: Your Online Community Student Version

- Student Handout: Sara's Chats Student Version Teacher Version
- Lesson Quiz Editable Google form Answer Key

Take-home resources

- Family Tips
- Family Activity
- Family Engagement Resources
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https://drive.google.com/open?id=1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw
https://www.commonsense.org/education/videos/teen-voices-who-youre-talking-to-online
https://drive.google.com/open?id=1Q_woZKaMPXdGXlkI-pyCNNxzRVxh-RUOrKqoKnvsTRY
https://drive.google.com/open?id=17LlUkxcHsBxTYcJwS374ISz41B2cSCwE9z5NnKZXIKs
https://drive.google.com/open?id=1-CoYQWMDEskT69qQNm_Sjo9IKMfGWnQLdvJmKTcXbaA
https://docs.google.com/forms/d/19Hjz8AMGX-YYp5am9wibcE4Y6eJEPFtM87UWpFMPOY4/copy
https://www.commonsense.org/education/node/4815997
https://www.commonsense.org/education/family-tips/6-12-relationships-and-communication
https://drive.google.com/open?id=1pSvIk4Bn0Dz-q2q8PuRc9cGFAsuLh8K-AYyxf-l2KEI
https://www.commonsense.org/education/toolkit/family-engagement-resources
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LESSON PLAN

Key Vocabulary:

inappropriate
not acceptable in the situation; not okay

private information
information about you that can be used to identify you because it is unique to you (e.g. your full name or your address)

red flag feeling
when something happens on digital media that makes you feel uncomfortable, worried, sad, or anxious

risky
potentially harmful to one’s well-being

Warm Up: Your Online Community 15 mins.

1. Ask: By a show of hands, how many people use texting to communicate with their friends? Allow students to raise hands. Then ask: How about using other apps, like games,
WhatsApp, YouTube, or something else? Raise your hand if you use one of those to message with friends?

2. Say: Today we're going to talk about your online community and the different people you message with online or through your phone. To begin, we're going to watch a brief
video.

Project Slide 4 and ask students to consider the reflection questions as they watch the video.
3. Show the Teen Voices: Who You're Talking to Online video and then invite students to share their responses.
4. Distribute the Your Online Community Student Handout and have students complete the table at the top. (Slide 5)
5. Say: How well do you know the people on your list? Go through each person on your list and share with your partner whether you feel you know them well or not and why.

After students pair-share, call on volunteers to share out examples of people they feel they know well and people they don't and how they decided. As students respond, add
criteria to the "Do You Know Them Well? list on Slide 6 and prompt students to copy on their handouts. Criteria may include:

- how often you see the person.

- how often you text or message with the person.

- how long you've known the person.

- whether you know the person in real life and not just online.

- whether you know the person through someone in real life.

- whether you know the person through an online group or just randomly.

- whether you have seen the person interact with others.

If students do not surface these criteria, consider suggesting some or all as they share out.

Extension Activity:

Show the Rings of Responsibility image and ask students to consider who makes up their "Community" ring and what responsibilities they have to them.

Evaluate: Whom Do You Know Best? 15 mins.

1. Say: So as you can see, people use different criteria to decide how well they know someone. And people can have fun, harmless communication with people they don't
necessarily know that well. However, it is important to consider how well you know someone before sharing information about yourself.

Ask: So why do you think that is? Why should you consider how well you know someone before sharing something with them? Take turns sharing your ideas with your
partner.

After students pair-share, call on volunteers to share out.

- If students respond with reasons and examples that don't involve devices or online interactions, ask: What if it was through a text or online message? How would that
affect your thinking?

- Help students understand that sharing online with someone you don't know that well can be risky (Slide 7), especially if you don't know them in person. It's harder to
predict what they might do with the information you share -- whom they might share it with or how they might use it. And it may be easier for them to do something
harmful with it because it's harder to hold them accountable. For that reason, they should never share private information without the permission of a trusted adult.
Private information is information about you that can be used to identify you because it is unique to you (like your full name, your student ID, your phone number, or your
physical address). (Slide 8)

2. Distribute one copy of the Sara’s Chats Student Handout to each student. Read aloud the directions for reading about Sara’s chats. (Slide 9) Give students five minutes to
read the scenarios independently and annotate them. Call on volunteers to share out their annotations.
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https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g45248495e9_0_10
https://www.commonsense.org/education/digital-citizenship/lesson/chatting-safely-online
https://drive.google.com/open?id=1Q_woZKaMPXdGXlkI-pyCNNxzRVxh-RUOrKqoKnvsTRY
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g447f8e1629_0_24
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g447f8e1629_0_30
https://docs.google.com/presentation/d/1nwtgytVYeFFWdYy_GCFt0MFDYJaHMfvvmmmuCoSgU0M/edit#slide=id.g4d3699e8d8_0_0
https://drive.google.com/open?id=17LlUkxcHsBxTYcJwS374ISz41B2cSCwE9z5NnKZXIKs
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g4157e4df00_0_7
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g4499870716_0_0
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g3b037fe8d8_1_103
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3.

Ask: So which of these friendships are more risky: Asseal or alex_eastwest13? Why?

Call on students to respond. Clarify that the alex_eastwest 13 friendship would be more risky because she doesn't know him in person, through anyone she knows in person,
or even through any online group. She doesn't know anything about who he or she really is or how he or she interacts with others.

. Ask: So what types of information did Sara share or get asked to share in each of these scenarios?

Call on students to share out and ask whether they think it was OK that she shared what she did. Clarify that Sara might be able to share some information with Asseal
because they were connected by her coach, an adult Sara trusts. Sara should be really careful about what she shares with alex_eastwest13. She doesn't know anything about
this person. She doesn't know what this person's intentions are and if he or she is truly whom they appear to be. If students make statements about alex_eastwest13's gender
or age, make sure to clarify that Sara has not seen or met alex_eastwest13 and doesn't really know those details about him or her.

. Say: You should be careful when sharing personal information online, especially if it is with someone you don't have any real-life connection to or have just met randomly.

And private information should never be shared unless you first get the permission of a trusted adult.

Analyze: Red Flag Feeling 15 mins.

. Say: In addition to considering how well you know an online friend, you also need to be alert any time you are communicating in an online setting. Have you ever had an

uncomfortable or awkward interaction with someone online?

Call on volunteers to share their experiences. Point out that these types of interactions are often the result of someone doing or saying something inappropriate or not OK.
(Slide 10)

. Project Slide 11 and say: Inappropriate behavior and speech online can lead to risky and unsafe situations. These types of situations may raise red flag feelings for you. A

red flag feeling is a warning of a possible problem. It is often a feeling in your stomach that something is wrong, like that this person shouldn't be asking me this or this feels
like something I shouldn't be doing. Can anyone give an example of a situation that might cause a red flag feeling?

Call on students to provide examples. They may include someone:

- Asking you to keep any information secret.

- Flirting with you.

- Asking you about anything private (phone number, address, school you attend).
- Making you feel pressured to do anything.

- Causing you to feel untrue to yourself or your values.

- Asking you to meet in person or to send personal pictures.

- Inviting you to chat but telling you not to tell anyone else.

. Project Slide 12 and explain that when you have a red flag feeling, it's important to slow down, pause, and think about the situation (F.I.R.E.). Have students read aloud the

questions associated with each step.

. Return to the Sara's Chats Student Handout. Direct students to identify the red flag moment in each scenario by putting brackets or drawing a box around it. They should

then use that moment to complete the table at the bottom of the handout.

5. Call on students to share out their answers. Use the Teacher Version to support student discussion. Wrap up the discussion by projecting Slide 13 and reviewing the "Ways
to Respond.”
Wrap Up: Exit Ticket 5 mins.

. Say: When you are chatting online and something doesn't feel right, pay attention. Be sure to slow down, pause, and think about what might be causing the red flag feeling.

Then you can decide on the best action to take to improve your situation.

. Project Slide 14. On a piece of paper, have students take three minutes to respond to the questions.
. Invite volunteers to share their responses, if time allows.

. Have students complete the Lesson Quiz. Send home the Family Activity and the Family Tips.

IJoI0) © Common Sense Media 2019. Lessons are shareable with attribution for noncommercial use only. No remixing permitted. View detailed license

information at creativecommons.org.
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https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g447f8e1629_0_12
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g447f8e1629_1_0
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g4874236863_0_0
https://drive.google.com/open?id=17LlUkxcHsBxTYcJwS374ISz41B2cSCwE9z5NnKZXIKs
https://drive.google.com/open?id=1-CoYQWMDEskT69qQNm_Sjo9IKMfGWnQLdvJmKTcXbaA
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g447f8e1629_1_60
https://docs.google.com/presentation/d/1gLOkaii1ul-bi4pDfLyz8-7UoNukg-kuc4bNy6C-tLw/edit#slide=id.g3b037fe8d8_1_90
https://docs.google.com/forms/d/19Hjz8AMGX-YYp5am9wibcE4Y6eJEPFtM87UWpFMPOY4/copy
https://drive.google.com/open?id=1pSvIk4Bn0Dz-q2q8PuRc9cGFAsuLh8K-AYyxf-l2KEI
https://www.commonsense.org/education/family-tips/6-12-relationships-and-communication
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